


GUARD AGAINST TERRORISM

T
e

ey S

e

Miami Pﬂlll}ﬂ Department EIIIEI‘EBIIIW Management & "0 el i Security

IDEAS FOR TOMORROW TODAY




Terms you should know......

Two terms that you should understand:
» Anti-terrorism

Includes defensive measures to reduce the
vulnerability of individuals and property to terrorism.

> Counter-terrorism

Involves offensive measures taken to prevent, deter,
and respond to terrorism. Taking the fight to them.....







Al Qaeda (AQ) and the US

AQ and other terronist operatives are still operating in the United
States (U.S.) and around the world.

- Looking for vulnerable targets
- Planning other attacks

- According to some estimates, as many as 5,000
operatives within the U.S.



Terrorist Operations

Tactics tailored for a specific
mission
Operations include:

- Bombings

- Hijacking

- Assassination

- Ambush / Raid

- Kidnapping/Hostage

taking
- Extortion
- Sabotage




Terrorist Attack Cycle

= Target list

- Suweillance
= Final selection

= Planning surveulance
= Aftack team deploys
= ZERO hour/Attacker arrives

= Action

= Escape (Unless suicide bomber)




The Attack Cycle

52% is dedicated to
Surveillance.

Target Soloction
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Example:
Khobar Towers, Saudi Arabia

= June 25, 1996
n 2200 Zero hour
= 19 U.S. Military dead

» 64 U.S. Military
hospitalized




Khobar Towers Facility Attack Cycle

Target List Americans within KSA
Surveillance 1993 Riyadh, 1994 Dhahran
Final selection Khobar, Jan 31, 1995
Planning (Surveillance) Fall ‘95-Summer '96

Attack team deploys June 25, 1996

Zero hour 2:00 June 25, 1996

Action 22:00 June 25, 1996

Escape Vehicle in Parking area




Khobar Towers Before Attack




Khobar Attack Images
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Terrorist Survelllance

IS It happening here???



Survelllance

Surveillance tape of JI Terrorist in Sing









The Surveillance Operation

Photography:

The Camera with
the zoom lense on his
chest as a Tourist

Small 35mm -
Camerawrapped —>
in plastic

HIDDEN
CAMERA _/

|@ Homeland
wes Security



The Surveillance Operation
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Pre- Incident Indicators

Watch and Assess Behavior
> Terrorist or Tourist?

What does a terrorist look like?

IS THIS MAN A TERRORIST?

.....



Profile
(What they look like)
VS.

Signature
(What they are doing)




Target Selection

MNatural selection at work



Target Selection Target Attacked




Target Selection Target Attacked




Terrorist attacks are well planned physical security alone will not
deter them from attacking; they will make plan around it...

In. most cases:
The inability to properly plan will deter or
make them move on.

FACT !l

Most buildings in the US are not built with terrorist attacks in mind. They are
built for easy access and esthetics.

Natural selection at work

Question:
Short of putting the site under lockdown, what can we do to

Intervene or disrupt the terrorist ability to pre plan?



Hardening the Target
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National:

HELL ON WHEELS

NY Post 7/7/08: A bomb-laden van found on a Brooklyn street by a car thief was wired to detonate
by remote control, and had likely been sitting there for more than five months, sources said
vesterday. Investigators believe the homemade explosives found Thursday night in the Ford
Econoline belonged to Yung Tang, 39, a Chinese national. He has been behind bars since he
was caught Jan. 29 in Wallingford, Conn., with nearly identical bombs in his Mazda MPVY
minivan. "Based on the manner in which the materials inside the van were constructed, it's
possibly linked to an individual in custody in Connecticut,” said one source. Also found in the MPV were two silencers, four hollow-
point bullets and two radio-controlled detonators. Days after that arrest, the NYPD searched his Brooklyn house and found vet anther
van - a Ford Explorer - full of similar explosive devices. In May, Brooklyn prosecutors charged Tang with attempted murder for
allegedly planting a bomb near the car of a commercial tenant he was trying to evict. The victim lost his foot in the 2002 blast.
Sources said the homemade bombs inside the Econoline - made of Styrofoam cups, 10-ounce water bottles, cans of WD-40 and five-
gallon jugs filled with gasoline - were rigged to go off via a remote car-door opener. A thief who broke into the vehicle as it was
parked on 53rd Street near Second Avenue saw the explosives, then drove the van from the mostly residential block to a remote
location near the waterfront. The thief, who has an arrest record, then phoned a cop he knew from a previous run-in with the law.
The 53rd Street location is six blocks from the home of Tang's estranged wife, whom he has threatened to kill, according to federal
prosecutors. In papers filed in the Connecticut case, prosecutors said Tang's wife has complained of physical abuse and threats -
including one to hurl her out the window of a cruise ship while they were on vacation. The car thief was not expected to be charged.

Islam Convert Sentenced To 35 Years In Plot To Attack Illinois Mall With Hand

Grenades

FOXNews.com, 09/30/08

A 24-year-old convert to Islam has been sentenced to 35 years in prison for plotting to set off hand grenades in
a crowded shopping mall during the Christmas season. Derrick Shareef must serve 30 of those years — with
five off for good behavior — unless he can get an appeals court to reduce the sentence. He was arrested in
2006 on charges of scheming to use weapons of mass destruction at the Cherryvale Mall in the northern Illinois
city of Rockford. Federal Judge David Coar said Tuesday he didn't believe Shareef was evil. But he said people
could have been severely hurt if federal agents hadn't broken up the plot. Shareef describes himself as a devout
Muslim who once admired Osama bin Laden but has now realized violence is wrong.

United Arab Emirates
Al-Qaeda Planning to Bomb Atlantis Hotel in Dubai

ArabianBusiness.com 9/29/08

The Atlantis hotel’s grand opening party is at the centre of a terrorism scare after British spies uncovered plans
to target the lavish event in Dubai, to be attended by 2,000 VIPs. There are fears Al-Qaeda is planning to
bomb the event on Nov. 20 because it is seen by Islamic extremists as a symbol of decadence in a Muslim

country, according to the UK's Sky News television.



Pirates Die Strangely After Taking Iranian Ship

The Times, 09/28/08

A tense standoff has developed in waters off Somalia over an Iranian merchant ship laden with a
mysterious cargo that was hijacked by pirates. Somali pirates suffered skin bumns, lost hair and fell gravely
ill “within days” of boarding the MV Iran Deyanat. Some of them died. ...The vessel's declared cargo
consists of "minerals” and “industrial products”. But officials involved in negotiations over the ship are
convinced that it was sailing for Eritrea to deliver small arms and chemical weapons to Somalia’s Islamist

rebels.

FOXNEWS.COM HOME > WORLD

Mysterious Cargo Aboard Iranian Ship Seized by Pirates
Raises WMD Concerns

Tuesday, September 30, 2008
By Joseph Abrams
FOX NEWS

E-Mail | Print

As Somali pirates brazenly
maintain their standoff with
American warships off the coast
of Africa, the cargo aboard one
Iranian ship they
commandeered is raising
concerns that it may contain
materials that can be used for
chemical or biological
weapons.

Some local officials suspect that
instead of finding riches, the pirates
encountered deadly chemical
agents aboard the Iranian vessel.

On Aug. 21, the pirates, armed with
AK-47s and rocket-propelled
grenades, stole onto the decks of
the merchant vessel Iran Devanat.

They ransacked the ship and searched the containers. Butin the days following the hijacking, a
number of them fell ill and died, suffering skin burns and hair loss, according to reports

The pirates were sickened because of their contact with the seized cargoe, according to Hassan
Osman, the Somali minister of Minerals and Oil, who met with the pirates to facilitate

negoatiations.

“That ship is unusual,” @sman told the Long War Journal, an online news source that covers the
War on Terror. “Itis not carrying a normal shipment”

The pirates reportedly were in talks to sell the ship back to Iran, but the deal fell through when the
pirates were poisoned by the cargo, according to Andrew Mwangura, director of the Kenya-based
East African Seafarers’ Assistance Program

ADVERTISEMENTS "Yes, some of them have died " he told the Long War
Journal. "Qur sources say [the ship] contains chemicals,
dangerous chemicals.”

ﬁem Gingrich Iran has called the allegations a "sheer lie,” and said that
EWSIE“_Er the ship "had no dangerous consignment on board,”

Mewt Gingrich newsletter according to Iranian news source Press TV. Iran says the
delivered straight to your inbox | merchant vessel was shipping iron ore frem a port in China
- Freel to Amsterdam.

wiww. WinningTheFuture.net
The ship's contents are still unclear, but the reported deaths
and skin abrasions have raised concemns that it could be

Buyalinkhere | MOTE thaN meets the eye.

WMD in Cargo Could "Wreak Havoc,” DHS Official Says

Global Security Newswire, 10/07/08

Terrorists could inflict international economic devastation by conducting a major attack on the maritime
shipping system, U.S. Homeland Security Undersecretary Charles Allen said in remarks published yesterday.
...Sea-based shipments of cargo containers are expected to more than double between 2005 and 2015,
Allen said, referring to a U.N. source. Terrorists could employ the maritime shipping system to sneak an
unconventional weapon into the United States, where it could be used against a major city, Allen said.
Other threats, based on recent history, include hijackings and use of explosives against off-shore il
platforms or ships carrying oil, Allen said.

‘Drunkenstein’ Super Bowl Massacre Plotter Gets a Year and a Day in Prison

Fox News 10/28/08: PHOENIX — An Arizona man accused of planning to kill people at this year's Super Bowl in
Glendale was sentenced Monday to a year and a day in prison. Kurt William Havelock, 36, was accused of bringing
a semiautomatic rifle and 200 rounds of ammunition to a parking lot near University of Phoenix Stadium where pre-
game activities were happening. He also sent letters to major media outlets promising to be "swift and bloody.”
Havelock didn't attack, however, and he later turned himself in to Tempe police. He was found guilty in June of six counts of mailing
threatening communications. Havelock, a former restaurant owner, told the FBI he was angry over the Tempe City Council's rejection
of his liquor application, according to court documents. He was reportedly going to call the place "Drunkenstein's.” In response, he
mailed an eight-page manifesto to various media outlets, promising what he called an "econopolitical confrontation.” Havelock had
faced a maximum sentence of five years in prison and a $250,000 fine. But Silver gave him a reduced sentence to reflect that he
turned himself in, cooperated with authorities and took responsibility for his actions.

LAW ENFORCEMENT SENSITIVE (LES) Page 2 10/28/2008

World:
Terrorists try to infiltrate UK's top labs

MTA Daily Intel Briefing 11/3/08: Dozens of suspected terrorists have aftempted to infilrate
Britain's top laboratories in order to develop weapons of mass destruction, such as biological
and nuclear devices, during the past year. The security services, MI5 and MIG, have
intercepted up to 100 potential terrorists posing as postgraduate students who they
believe tried accessing laboratories to gain the materials and expertise needed to create
chemical, biological, radiclogical and nuclear weapons, the government has confirmed. It
follows warnings from MIS to the Foreign and Commonwealth Office that al-Qaeda's terror
network is actively seeking to recruit scientists and university students with access to
laboratories containing deadly viruses and weapons technology. Extensive background checks
from the security services, using a new vetting scheme, have led to the rejection of overseas students who were believed to be intent
on developing weapons of mass destruction. A Foreign Office spokesman said the students had been denied clearance to study in
the UK under powers 'to stop the spread of knowledge and skills that could be used in the proliferation of weapons of mass
destruction and their means of delivery’. The overseas students, a number of whom are thought to be from 'countries of concem’
such as Iran and Pakistan, were intercepted under the Academic Technology Approval Scheme, introduced by universities and the
security services last November. The findings raise questions over how many terrorist suspects may have already infiltrated the UK's
laboratory network. Britain has about 800 laboratories in hospitals, universities and private firms where staff have access to lethal
viruses such as Ebola, polio and avian flu or could acquire the technology and expertise to develop deadly weapons. Whitehall
sources remain concemed about the number of countries intent on acquiring the materials and knowledge to develop a nuclear or
biological warfare capability. Exiremist groups are known to have targeted students, offering to fund courses in return for using their
newly acquired expertise. It is unclear if any of those denied 'clearance’ to study in the UK during the past year were funded by grants
from host governments such as Tehran. A Foreign Office spokesman said 'efforts' on scrutiny of foreign postgraduate students would
continue with only a few of the 20,000 applications rejected for security reasons. In the US, draft legislation advocates banning all
non-Americans from laboratories which possess potentially dangerous bacteria and viruses, a measure the UK govemnment believes
is too draconian. The move comes as the govemment considers plans to build a new pathogen research facility in cenfral London,
between King's Cross station and the British Library. Experts have wamed that a terror attack would prove catastrophic to the
surrounding area.




Saudis: We foiled '03 plot to blow up plane over U.S. ap 11/2/08: Saudi Arabia foiled a 2003 terror plot by
militants who planned to hijack a plane and blow it up over a densely populated American city, a Saudi official said Sunday. The
official said the plan was for the attackers to transit through the U.S. to another destination so they could avoid applying for hard-to-
get American visas required for Saudis. The official, who spoke on the condition of anonymity because of the sensitivity of the issue,
said the militants apparently hoped to take control of the planes and retum to U.S. air space to carry out the attacks. The militants
were preparing to execute the alleged plot when it was halted. Fifteen of the 19 hijackers who attacked the United States on Sept. 11,
2001, were Saudis. The Saudi official would not provide more details about the alleged plot, such as what city was targeted and
whether any amrests were made. He didn't explain why the plot was never disclosed before now. The Saudi official said the alleged
hijacking plan was one of 160 terror plots the kingdom announced last month that it had foiled. Saudi Arabia, the birthplace of Al
Qaeda leader Osama Bin Laden, has pursued an aggressive campaign against militants since May 2003, when they first began their
strikes in the kingdom. Subsequent attacks targeted oil installations, government buildings and other compounds. There have been
no major attacks since February 2006, when suicide bombers fried but failed to attack an oil facility at the Abgaig oil complex, the
world's largest oil processing facility, in eastern Saudi Arabia.

Terrorists Getting Mexican Passports?wrrtac paily Open Source Brief 2/2/09 via Newsmax.com 1/30/09: A news
investigation shows individuals posing a terror threat to the United States are increasingly obtaining access to stolen or
doctored passports, which then can be used to obtain visas to enter the U.S. with the purpose of carrying out terrorist
attacks. The report notes several instances where this has already happened: Four of the 19 hijackers from 9/11 carried
genuine Saudi passports that had been “manipulated in a fraudulent manner” to obtain genuine U.S. visas. In 2005,
four individuals were charged with smuggling dozens of Iragis and Jordanians into the U.S. through South America
beginning in 2001 on stolen European passports. In 2007, an NBC News investigation uncovered a black market for
stolen passports in Latin America. Last week, three Afghani Muslim men were caught carrying genuine stolen Mexican
passports with their pictures and data while en route to Europe. The report notes that Latin America, which now has a
large Hezbollah presence, especially in Argentina, Venezuela, Paraguay and Brazil, is increasingly becoming the point
of entry because documents are easily obtained. In addition to those countries is Nicaragua, which has a large Iranian
presence. Iran also has a huge embassy in Managua “where diplomats enjoy immunity and the full support of President Daniel
Ortega,” the report finds. The Venezuelan govemment, lead by President Hugo Chavez, also has issued passports and official
documents to members of Hezbollah and Hamas, whose cause Chavez believes in. Experts agree South America has become a
place of preference for terrorists that want to travel to the United States, making it imperative for U.S. agencies responsible for
protecting the American public to become more vigilant.




Miami-Dade Fusion Center

K Security
Miami-Dade Police Department
Office: (305) 470-3880
Fao: (305) 470-3895
MDPD Homeland Security Tip-Line 1 (B66) 582-5378
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Officer Safety
Cloned Vehicles

Wehicle Cloning Is a highly lucrative crime these days. The use of fake vehicles for criminal
purposes |6 a growing prodlem that law enforcement should be aware of.  Countertemarsm
authorities hawve exprassed concarm about these cloned vehicles, which Include frucks mate to
ook exactly ke commenclal trscks as well as govemment wehicles. In the past there have been
several Incldents whene the transportation of dnigs and lliegal alens has been Involved. These
Incidents also emphasize the dangers that cloned vehices represent If wsed by extremists to
concealng tems such as Improvised Explosive Devices (IED's) In attempt 1o gain access o
restricied areas in order to execute an atiack.

Since 2005, FOLE msclosed Mat more than a dozen Incidents Invoiving both fake ofMclal and
commercial venicies have occumed.' Below are the most recent ones.

Cloned Budwalser Dellvery Van - Sorder pafred agents stopped 3 suspiclous Budwelser
dellvery van trawvelng norhbownd from the bonder. One of
the agents naticed saomething abnarmal about the van, which
bore the name Goiden Eagle Distribution, Ing., a Tucson
distributor. Inside the van, agents discovered 13 llegal
aliens, of which & were citizens of China and the other 5
were citzens from Mexico. Agent saw the van was a
different make of the vehicke than ks nomally used by
Galden Eagle. *

Clonsd UPS Truck — Departmant of Publiz Safety agents In Adzona pulled over what they
belleved was a UPS tuck. To thelr surprise, the trck
was actually 3 plctureperfect clone of 3 UPS fruck
whose purpose was to hide smuggled goods. Inside the
vehicls, agents sslzed 2,118 Ibs of mari|uana worth ower
51 millions on the street. The UPS clone was duploated
with Incredinle detalis. The cloned wehicle also displayed
a homemade Anzona lcEnse pla‘be and the authenilc
piate numiter assigned to UPS In Phoenly. *

HAMOLUMNG NOTCE: Hecipans sre mrndsd thet the Memi-Osds Fusion Center BoleSn contsin ssrefve informeton meent for aee
primarly winn the bre s~oTeTes and homslesc oty conTuries. Helmss of Sin nateesl couid sceasy efec o eopEdse
Imventizaive Boivilsn S moh, Bulstre o P tebes B et b be elessd sither nwrtsn o0 ol B o the mecdia, e peneew public o
o pereormel who oo oo hees B velkd nesd<dc-cnow” wittcul picr mxcrovel bom e imr-Decls [oson Centsr

“Cloned Vahicles”
Bullstin: O35 — 2003 - 01
Date: 01/28M03

Page: 2

Other vehicles that hawe Deen cioned and used In criminal activities In the pasi are: U.S.
Border Patrol wan, FedEx, Southwestem Beil Telephone Company, Wak-Man, Direct TV, Dish
Natwork, COmeast, Mountain Dew Coia, and Ambalanca Emengency Venlcie, *

Law enforcement should be on aler! for the following Indicators of susplclous delivery,
commerclal andior government vehlcies during patrol, routine traMc stops and lange scale public
ayents.

Major Indicators
= Mo company phone numgers displayed

Personalized lizense plate or no lcense plate atachad

Chrome llcense plate brackets

Several different Cable Company names listed (Companies that are rivals)

Very low senice venlcle numbers (0007-0025)

Closer look at the Insignla Indicated that the Images were made larger, thus dsiorting

the Imaige.

= The EOD numib=r listed 35 a call canter for bad driving I5 spefied wrong (ADVICE vs.
ADVISE)

+ The ladder, tooks and cones attached to the vehlcle appeared 1o nat have been used
In & long perod of tme, due to the presence of dust, old dirt and discoloration from the
SUn

Analyst Comments:

This Ofcer Safely Bulelin provides law enforcement and other public safety officlals with
shuational awareness concerning domestic and Intemathonal terrorst tradecra®t and evolving
tactics. Afhough there |5 no specHilc o credible Imteligence fo suggest that Individuals,
exiremists, and terronst organizations are planning 1o conduct atiacks, Law enforcement should
remain cognizant and continue to be wigllant of defecting susplcious vehickes, Tar example,
dellvery vehiddas In large scale events, vehlcles blocking entrances, andior llegally parked of
wehicles.

Information related to or comments, suggestions about the conient of this repor should be
directed to he Miami-Dade Fuslon Center at 30:5-470-2880 or |Q-Capmdpsd. com.
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Islamic Terrorists Forming Cells In America

Hezbollah Expected To Be A Major Threat By 2014
BY DAVID BEDEIN, MIDDLE EAST CORRESPONDENT
PUBLISHED: FRIDAY, JANUARY

Jerusalem — Hezbollah could be one of the first security challenges
faced by the new Obama administration. An official government report
concludes the Iranian-backed Islamic terror group has been forming
sleeper cells throughout the United States that could become operational.

The report estimates Hezbollah could become a much more potent
national security threat by 2014. The group was responsible for the 1985
Beirut Marine Barracks bombing, which killed 241 U.S. Marines and 58
French servicemen.

“The Lebanese Shiite group Hezbollah does not have a known history of
fomenting attacks inside the UL.5., but that could change if there s some
kind of ‘triggering’ event, the homeland assessment cautions,” the report
said.

Abdurahman Alamoudi, former president of the American
Muslim Foundation, actively raised money for Hezbollah as

The report, obtained by the Middle East Newsline and marked “for official | ! Hames. (Rachel Grifitn/UPl)
use only,” did not define a “triggering event.” Most of the threats eited in
the report had been raised by the Homeland Security Department.

The 38-page report, titled 2008 Interagency Intelligence Committee on Terrorism, said Hezbellah was being directed by the
leadership in Lebanon as well as Iran’s Islamic Revolutionary Guards Corps (IRGC).

The assessment said the Hezbollah network in the United States was engaged in money laundering, drug trafficking, weapons
smuggling and extorton.

The terror group has also established fundraising connections with mainstream American Muslim organizations, among the
most notable being the case of Abdurahman Alamoudi, the former head of the American Muslim Council. Mr. Alamoudi, prior
to his having pleaded guilty in 2004 for having tried to launder Libyan money for various terror groups, actively worked to
raise money for Hezbollah among others. He also formerly helped oversee the appointment of Islamic chaplains in the U.5.
military.

Hezbollah is one of several terrorist threats to the United States over the next five years, the report said. The report also cited
al-Qaida as a leading threat, saying the Islamic network was focusing on striking strategic U.S. facilities.

“The threat of terrorism and the threat of extremist ideologies has not abated,” former Homeland Security Secretary Michael
Chertoff said prior toleaving office yesterday. “This threat has not evaporated, and we can’t turn the page on it.”

Emergency Contact Information | DL/ID Number Class Status
R500-165-72-312-0 E VALID A#: A36869825
DEXTER EDWARD RAHIM
5400 NW 515T AVE
TAMARAC FL 333193231
Date of Birth Sex Heizht Country Of Birth
09-02-72 M 5'08 TRINIDAD & TOBAGO
e Endorsements
Issue Date Expiration Date
09-12.08 DuphicateDate 5953 13
SEN Form Number
591-05-2744 E030809120438
(9«‘{ o & P&ﬂ-‘o
dd Wiles
|4) 620-0772
fid. Wiles@jaxsheriff.org
m: Wiles, Todd D.
t: Monday, February 09, 2009 8:31 AM
Cook, Michelle E.; Hinson, Robert A.; Davis, Jim E.; Hyer, Robert M.
Brannan, Daniel L.; Moore, Anthony
jject: False Military impersenation
emely suspicious circumstances — individual is a resident of Trinidad
CR: 200980209059 - INFORMATION OCCURRED ON: 02/07/2009 - BET
t 600 ATLANTIC BLVD SUBMITTED: 02/08/2009 OCCURRED IN ZON
RouTER TO
1) PERSON TO ROUTE TC:
2) INTELLIGENCE
3) US CUSTOMS
ucr Description
7)o A 9859 INFORMATION
VEMICLE INFORMA Vehicle Description
1) SUSPECT GRY 2007 TOYGTA MATRIX Tag:B82VLB §
PROPERTY INFORMATION Make / Model Serial Number Value
1) CAMERARPHCTO EQUIPMENT - SEIZED (NCT STOLEN) 21 s0.00

Additional Information: DIGITAL PHOTG CARD.

On 02/07/09, at 7:21pm, Officer C.A. Barriner (Id# 1338) observed the listed vehicle traveling at a high rate of speed, eastbound in the 1200 block of Atlantic
Blvd. Officer Barriner paced the vehicle from the rear at 50 mph in a posted 35 mph speed limit zone. Officer Barriner conducted a traffic stop on the listed
vehicle in the 600 block of Atlantic Blvd. and made contact with the listed subject.

Upon making contact with the subject, Officer Barriner immediately observed that the subject was in a full United States Marine Corps dress uniform ("Charlie”
style uniform). Officer Barriner inquired as to what rank the subject held. The subject replied he was a "staff”. The subject then recanted his statement, advising
he was a "sergeant”, Officer Barriner then asked the subject where he was staticned, at which point the subject replied "Fort”, however couldn't provide any
further information. Due to Officer Barriner's extensive prior military service, he immediately recognized the subject was being untruthful.

Officer Barriner asked the subject to exit the vehicle. Upon exiting the vehicle, Officer Barriner observed that the subject had duplicate military ribbans on his
chest, Due to Officer Barriners prior training, he immediately recognized this to be against military regulations. When questioned, the subject could not provide
any valid information regarding his military ribbons. Upon further questioning, the subject admitted that he was net in the military and had no valid military Id. The
subject advised that he had borrowed the uniform from a friend; however he was unable to say what friend had lent him the unifarm

The subject consented to a search of his vehicle which preduced a U.S. Marine Corps garrison style cap with an eagle, globe and anchor symbol. The search
also revealed a map of the City of Jacksonville and a parking pass for the University of North Florida.

It should be noted the subject was in possession of two Florida Identification Cards and one Florida Driver License, issued to him, with different style signatures
of each one. The subject is a resident of Trinidad.

United States ICE, NCIS and Mayport Naval Station Police were contacted and informed of the incident.

Digital photographs of the subject were taken on scene.

Officer Barriner completed his traffic stop and ultimately issued the subject Florida Uniform Traffic Citation #3955-EW.
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OPERATION MIAMI SHIELD

MIAMI POLICE EMERGENCY MANAGEMENT & HOMELAND SECURITY
homelandsecurity@miami-police.org




Signs of

TERRORISM

o Surveillance

@ ciicitation

9 Test of Security

o Acquiring Supplies
L—’ r _ Suspicious Persons

T w 6 out of place

@ Dy Run/Trial Run

o Deploying Assets




Identifying Suspicious Photography

What Constitutes Suspicious Photography?

Between January 1 and July 31, 2008, suspicious photography was the maost frequently reported activity to the JRIC, totaling 15% of incoming
tips. Of reported incidents, only a small fraction met the criteria far further investigation by the FBIL. While it does not necessarily indicate
terrorist behavior, photography in conjunction with any of the following increases suspicion:

Mote-taking or drawing

Using counter-surveillance technigues, such as doubling back, changing appearance, or driving evasively

Taking measurements, such as counting footsteps between entrances, around a perimeter, or between security points

Trespassing or trying to access unauthorized areas

Asking security personnel questions focusing on sensitive subjects, e.g. security information, hours of operation, shift changes, or
security cameras

Taking pictures of items with no apparent aesthetic value, such as security equipment, security personnel, traffic lights, or building
entrances

Being furtive or evasive, for example not letting law enforcement view pictures

Taking pictures of items that are inconsistent with story, e.g. no people in pictures when the photographer claims to be a tourist
Repeat occurrences of a photographer at same location, particularly if he or she has been previously advised notto return

Odd timing of photography, for example after hours, or at a time inconsistent with a story

The photographer wearing clothing or behaving in a way that is out of place or inconsistent with the story

Photography equipment is inconsistent with a location or a story & i



Terrorist Training in Photography and Surveillance

Terrorist handbooks provide guidance on photographing and conducting surveillance on target locations. These manuals may provide public
safety officers with further information about what constitutes terrorist pre-operational surveillance. For example, Military Studies in the Jihad
against the Tyrants, also known as the al-Qa’ida Manual and the Manchester Manual, gives the following advice:

Photograph the whole area first, and then the street of the target, attempting to get a panoramic view of the target and surrounding
areas

Avoid taking pictures of military installations where such photography is prohibited
Use a modern camera that can take pictures at night or from a distance
When taking pictures, have only the lens of the camera visible

Carry credentials, but avoid anything that is a quick identifier, and develop a cover prior o conducting surveillance
Do not carry a weapon

Be able to process and develop your own film

« When conducting surveillance by car, use a non-descript car that is common to the location, inspect the car's fuel, fluid levels and lights,
use false license plates, and disable the car's interior light; additionally, use counter-surveillance measures such as driving down a
dead-end street, entering a parking lot and immediately exiting, and going in the opposite direction of fraffic

The Scouting Training Manual, published in 2003, gives anarchists and others advice on surveillance, or “scouting.” According to the guide,
the goal of surveillance is to identify hazards, access points, and assembly points, as well as to gather information on traffic and security
patterns.3 For example, when scouting intermodal freight facilities at ports, the handbook suggests locating the principal transportation

pathways, including roads, rail lines and ship berths, noting the security at access points, and determining where cargo containers are stored.
It further encourages those on surveillance missions to:

» Use a camera, preferably with a 50mm lens and zoom, to take many photographs from different angles
Take notes and make sketches of the area

Bring a “doubler” to increase the magnification of camera lenses

Consider photographic conditions and bring appropriate film and filters

Bring a video camcorder to record spoken comments with the pictures

When scouting a crane, take many photographs, particularly of the access ladders



Vhat kinds of questmms inzal:

Ask Students:

Canlsee a student ID?

What is the name of your professor or class for which you are taking pictures?
What school do you attend?

What is your major?

When do you expect to graduate?

MNote: It is possible that a terrarist operative could also be an enrolled student
Ask Transportation Enthusiasts:

What is the name of your fan club/organization?
When/where does your club meet?

Do you post your pictures to a Web site? What is the URL?
Do you keep a journal of what you observe? Can | see it?
What made you a fan?

Ask Commercial Photographers:

Zan | have a business card’?

Where is your business located?
Does your business have a Web site?
WWho are your clients?

How big is the company?

When did yvou join the company?
What is yvour title?
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Ask Tourists:

Where is your home town?

Where are you staying in the area’?
What else are you seeing while in town?
Who are you traveling with?

How long are you in town?

WWhen is your flight home? What airport
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One way of fighting terrorism.

'S
100 WAYS

OF FIGHTING TERRORISM.

We are counting on everyone,
{"fﬂ.‘r If you see suspicious activity call: EE
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SEE SOMETHING, SAY SOMETHING
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